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[0 0 5 4] CBC-t— K(^a-a-, ftlSTjroS/^-f' hCO^:/ 

>-^;^x-^'SrB|f-^ft:-r5i:^H, -< /U-<^ b/HV 
Sr^nfflffii LTlif-^^1^^5^f^^i^5o 
[0 0 5 5] r<DCBC^-Kl^J;Slit^<l:^tT9^<!: 

-So 

[0 0 5 6] 7i*D\ rcDPf■^^b^CoV^T^l. I14 6^# 
[0 0 5 7] iU±Wj;5(-tT, ^y-YTvMtl, 

[0 0 5 8] L;4^L/i;45e>, ^-f Ti^ M {1, 

[00 5 9] ;^X2,7'S 4 1 {CjSU^T, :5'7-l'T:/hl 
(7)CPU2 1 tt. ^— r 3J5A;^g|5 2 6 SrSfef^-TS ^ t T'J§ 

*Lfc='yx>'-;/t05^SijfflSl (CID) 5rSi#i-5o 
tt-c V ^ -5 # >x $ nr V ^ 5 ?i t' J; 
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[0 0 6 0] -tLT, CPU2 Itt. ^>T:^yt''^ir-^ 

[00 6 11 T^T-vrfSA 2\zMh-. CPU2 1 

Ji. :^xs'7°S4 l-C'l5c^Siibixyc7'i'-lr>'XlD{c^li; 

S43(cii^. CPU2 1I±. ir>-;^K#^a^^tT 
[0 0 6 2] y^x-^T'S 4 2(;ijoV^-r. 

CPU 2 itt. Si|t§ttTi/^?)7-i'-fe>;^«^raWPS 

{c J; I? |+B# ^ tL-C V ^ 5 B Bf t itigf-r S r t T'fiJW § 
$tL/c^-g-, CPU2 1fl, ;^T-;'7'S 4 St^ii;^^. 

-fe^^Mfr^&asriitT-rSo z(r>y-(±>^^mi^m<D 

[0 0 6 3] y^r-y-ys 4 4iCio\,^X, y^^yp^lit. 

fd^mmmfHxhi>tn^^tifzm^. ^tm. ^x-y 

y-fS 4 6liZ.m^. CPU2 1 Bt-f-ft^nTV^-S => 
X>"7x-^'^E1t^2 S^^fjif^tiJL. RAM2 3{C1^ 
iNli^-tirSo *LT, yT'S 4 7 fCjol/^T. CPU2 1 
RAM2 3tc|EtS^ixy5iBt-§-<k:/D5'^(75-r-^'Sr. 
El 5 ©x-^' l^lEg^^xr i/^5Bt-^{b:/o y ^ W4T% 

[0 0 6 4] =i>'X>:y^-Kc*#5*ife(7):i,<!|i:MJ±. 

r^Wxy— K^- (DNK) (El 8) ^fflV^T, EKB (E) 40 
5) {C-g-Stl5=^-KEKBc ^^t•5r -^CDdr- 
Kekhc SrfflV^T. x-^'Kekbc (Kc) (BIS) i)^h. = 

[0 0 6 5] CPU2 1(±. ^tjiC, ;=!.7'3/7°S4 8 {;i4o 
l/^-C. B^-^{k«-^95 2 4iCj;f)m-^$nfc3>x^-;'X 
-^5'«r3-X5'^'95 2 5t;itt^L. x = -K$-Q:-5o ^ 

Sr. CPU2 i{i, AW;']-f' Vi$'7ai-;^3 2 ^O^btH;'^^! 

5„ 50 
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[0 0 6 6] ig7»7D-5^-\'-hSr#mL-C. 

ia6o;^x5'7's 4 3T'^T^5tb5 7-l'-fe>;^ffil#^a(7) 

[0 0 6 7] SlDi-^X-y^S 6 1 dfcV^T, CPU2 1 

{c, ;icoURU4. ^\%'0^y^\z.%^-&^fhX\^i>y^^ 
VT^mz.n^.-f^y-i'^'yy.^M^-f^ii^Ti'^y^-t 

CPU2 1H, ;^xy7°S 6 l-CffiJ^L/cURHrTiJ'-fe 

h 2;!i^P57-Y-fe>y?.f— /<4ICT^ir;^y65ff^9tL5„ r 
7-Y-fe:/>^i^-/<4«, ^y^T>\-\\z.n\^ 

s^£7-r-fe^;^) im^-t^y-(±>^m^^n. mxf 

(-3.-iflDt/N;^!7-K<^A;^*B*LT< S (^ifi-T 

Sia9cD;^xs/7's 102)0 CPU2 1 tt, rog*^ 

!iS^v>-r. A;^ig|5 2 6 ^^ftL-C. y^±y^mm^ 
n. 3.-ifiD. t5j;T//-?;^!7-K^A;^-r'5c ''^Ja, r 

COS.— tfiDty-?;^!?— Ktt, :i'7-rT> M(7)3.— t^-' 
'I'^^^-^^y ^2^:^^LT7-1'■fe>';^f— /^4(rT 

[0 0 6 8] CPU2 Itt, ;^7',yy^S 6 3, S 6 4 [C*d 
CPU2 1«, ;^xy7'S 6 5lC*3V^T. iiftlfP2 9^^J 

;^1^w?4^riI^t$-frs, 

[0 0 6 9] 7-r-fe:^;^lJ— /<4{4. ig9iSr#HgL-C# 
J: 5t-. -!fiDi:/N;^y— K, ^fet/tcy-firv 

m (Private Key) , itet/tC-tWlK^g^ai^^JtfS-rSi^BB 
m (Public Key) ©SEIISi: i: t lCi||mLT< S (>^X 
y^S 10 9) A\ Sfctt. ^{4=/55«fc§tL/j:i/^»-a-(C 
fl, 7-i'-fe:/>^^3l^itLTr/^v> (^'.T^^ysii 
2) „ 

[0 0 7 0] :^y''yZ^S 6 6^^:joV^■r, CPU2 Hi, y 

■<±>^'>)—y<4i^C:,y^±>:^itmB^tiX%fzi^^ 

t^^n-^L. y-(±'^7.i^mm^tix^tzm-^iz{i, y. 

So 

[0 0 7 1 ] ;^x:yys 6 6(::*5l^T. ^^ir>';^;i>5i|| 

sesicii;^^. ^^-jaa^^fr-rSo cp 

too 7 2] iU±t7)J;5(-LT. #^^>rT>M«. 
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[0 0 7 3] ig7(^7-r-fe^';^5i#^ai±^ 

[0 0 7 41 i5'7'f T^^ M t;iffitt§ti^7-i'ir>-:^ 

IDjDil>*xV<-l';^y — K^— (Device Naode Key (DN 

K) ) ^-g-A/T-l/^^o 10 

[0 0 7 5] figffl^ittts ■t(7?7-i'-tr^/;^{^S-^iNT. 
-R^-E^i•^"5:l^r;jS-c#5tlflJ, PD (Portable Devlc 

e) {c^f-i-^r i;i5Br^/£lH]i(. 7-i'-fe>';^^FJf^ 

[0 0 7 61 y-7IDH. Tv';^T-A (iai3^#,^L 

^5i-5EKB (Wja-fLdr-r/D-y^) (ca*ix5Bt-^{L$ 

^y-K^Jf-T'fo?) (01 2?Sr#fl8LT^ilii-S) . 
[0 0 7 7] 09(7)70-5^ -y- h^#B^LT, 

[0 0 7 81 ;^-7'>'7's 10 1 ^c^3^^T, 

— /<4(7)CPU2 1 (±. ^7-i'T:/M J;'9T^-fe^4rS 

-c, a— !j-'iDi:/N°;^!7-h\ mm^i. y^±yy^m^\n 

v?;^!7-H\ mj-\^y^^:y7.m%m^ iy^±:y^i 
D) ;6saift$ixT#fci:#, 7-r-k>;^iJ— /^4 (7)CPU2 

[0 0 7 9 1 -t LT. >'^4WCPU2 1 

^■r2/:/s 1 0 3^c^o^^T, afflflJ2 9;4»P>^#•9■ 
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^^Ky^±>':^(DM^(D^iU\'^(r>MMii^h^7i^ 

[0 0 8 0] :^xy7°S 1 0 4(cfcV^T. ^-Tlr y:^-^^ 
^t^^n^L. y-^-t:y:^(DH^7l)m^^nxi^^m-^ 
\zn^ y^'ry^S 1 0 5\cm^. •yT'S 1 0 2 (73^ 
aX'ffit 15 iA*tL/c 7 ^ -ir :^^m^1f $8lcx*Ji;-r 5 7 ^ ± 
W^U2S\z.W&^iixX\i^hy-^-^:yy-(D'p-i)> 
hm^-t^. 7.y-VZt^ 1 0 6{C*^^^-C, CPU 2 1 fi. 
-€:(75 7-rir>';^{'*f)SLT lo<DDNKi 11— 7ID^SiJ<5 
^TSo $t>{c:, ^7"-;/7°s 1 0 7(c:4o^^■r. CPU2 1 
tt, ;^7'yrs 1 0 5-ejitR$nfc7'f-fe>';^ic>ftJ£^ 

-yT'S 1 0 2(D^mX. ^-1^*:6^f5^ffl^<t*»}t£$iX 

/c^-g-tcti, =t(jy'm^m'^'ii.mz.z-'cx^ 

[0 0 8 11 ;^7'y7'S 1 0 8{;i*JV^T. CPU2 1 
^T^y^S 1 0 7-C®JlL/cffiffl^<1:^^, ^x-;/^S 1 
0 6 T'fiJ 19 ^TfcDNK t y -7ID(cm#ttTM*D-r 

[0 0 8 21 ^x^ys 1 0 9lcjt^, y^^^y 

[0083] y^xs/T^Sll 0(cjoV^Ty-('-^r:/>^■^^— 
^<4(7)CPU2 1 ;^7'-;/7°S 1 0 9«i{!:aT\ V^$iI 
ft L:/5:7'r-fei^;^ («£ffl^#. *5j;uq)NK?r 

0 2romaT'St'9ii*tl-yc3-— !flDt/<:^!7- K{;im 
LT. |21SgP2 8iC|2lt$-fr5„ $P>IC. ;^XS'7°S1 

1 l{r*3V^-c. CPU2 ifi, Wk'^^^mr-r^o ^W- 
ma-i. CPU2 1t4, amg|5 2 9*»e,ii^-!^-y<5^i. 

^MaSrS*1-5o K^i^-z^SH. r(7)ffi&co®^(:: 
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[0 0 8 4] i-fiitih. r<^^-a-i-fi. m^-*)—y<5i^ 
it^. CPU2 1I1, ^n^-^aSrHtr-rSo ^w-m^ 

[0 0 8 5] ±iELfcJ;5f-. ^ni^y^T 

[0 0 8 6] laiOH. [Il6(0;5!.x->7°S 4 SJCjoft-S 

s^ys 13 1 7bS:^'ryZfS 1 3 SfiO^aaJl, El 7(DX 
x-yT'S 6 l7!;Sxx->:/S 6 5 (D^agt S*fi^(^|s]« 
(D*afflT'*>5o /dfc'u ;^xs/:/s 1 3 3^cio^^-c, cp 

U2 if±. mKir^v^±'^y^x'i-t^j:<. ^m-r^y^ 

1 3 5t;ifcV^T. CPU2 in, ^-iflDir^-?;^!?— Kt 20 
irtifc, i:iTl"'5 7'('-fe:^;^c07-<-fe>;^lDSr, 

[0 0 8 7] ^x-yT'S 1 3 5 (OmWiHtrnKMlthX . 

*L-C< 5 (la 1 10;^7" .y7°S 1 5 3) o ^rT\ iJ' 
9^TVM(7)CPU2 Ifi, ;^7'5'^S 1 3 6^rJ3V^ 

T, 7-^'-fe^;:^i^-^<4;0^e)<:o^ffl^{+co||:^^S:m 

<r>mmi:m^Ltzy) . m^<Dmm^w^mzK^M so 

Lfci9l--5„ Xx-yT'S 1 3 7T'CPU2 1 fl, SX±(DX 

oi^Lxm^^titz^m^i^ (y4±>^%:'Em-r^^ 

m ^KA-t--5fcfcco*LiA^5r7'r-fe>;^-»^-/<4lc 
(mi l<Dy^y-y:fS 15 4), ^ZX\ T^y-yZt^ 1 

3 8{ci5V^-r, ^y-^T>y-i(DCP\}2Ht^ y^±> 
:^-9—y<4f)^h<0^m^i'¥i:W^\^. ^xy^S 13 9 

^^jo^^T, ^offiffl^f4^^Ejt.a2 sici-Tirtes^n 

[0 0 8 8] 0 1 1 f±, U±<Di' y-fT> h KD^l'ir 
i^;^5Eir*0;atC*f|£;LT, 7-<-fe>'>^■^^-/<4;6S||^T■t- 

S 7 ^ -fe > X Mfr^Jta^S LT 1/ ^ ^ „ 
[0 0 8 9] y^T-;/ys 1 5 IdjoV^T, y4 

TVh liiy^'ry^S 1 3 5 T'i^ft L/c^-r-feV;^^^ 
[0 0 9 0] ■yT'S 1 5 3{c:jol,^T. CPU2 1 fi. 



# M 2002-297816 
16 

*»fjSg^i±iL, i^y^ri^hii^m^-r^o 

[0 0 9 IJ ZOmmcnLX. ±.^Ltz^o\Z^ ^y 

^T>h iA^hmF^^W(Dmxi)mi o(Dy^y-yfs i 

3 7©MaT'^ LiiStbSxi:, yT'S 1 5 4 {c4oV> 
7'f-feV;^f— /<4(75CPU2 Ifl, *Lji*ti:/t^E 
ffl^#(r>Pf)^;-r5x-<?*4i5)cL, ^x-yyS154{C 
43V^T, i?7-rT>-hi: K'ilfl-rSo i^'x-fTi^M 
tt. ±M\^fci:o\z^ ;^x-y7°s 1 3 9©ia:aT'Sif L 

[0 0 9 2] *^B^iCfcV^T«, 01 2(C^$tL5 j:5 
K=^--1r;^ h'T i^^^' 1) 7°>'3 (Broadcast En 
cryption) ■);^<DmM\Z.^'^\,^X . 'fy<-^:^ty4±> 

fi. &T^(DV—y (leaf) i^B^(D'fy<^ :^-tfzity 

4±>:^(D^-\cnft^i-^, mi 2(Dm(Dm'^. #-^o 

ii^tb^^i 54-eroi GBff^y'^'^^ ^^1tity^±iy:^ 

[0 0 9 3] #:Jr-(i. m'p^mxTfk^ti^yv-mm 
(D^y-Vizlniit^LxmM^iiZ. ^(Dmxn. ft±^ 

- K(;i*fl£;LT:¥-K0, Kl/JS, 3©B©/-KIC*|- 
jSLT=3f— KO OTi^K 1 1*5^ ^4Sero/-KI->t^ 
JSLX=^-K0 0 0:'5M=3r-K 1 1 l;J5, ^iX^*tL*ff& 

(7='/<-r y - K) (c, df~Ko o o onmK 1 1 1 1 

[0 0 9 4] PgS^igt^HTV^Sfcfe, 0ij;tff. =ir- 
KO 0 1 0i:dr-0 0 1 l(D±iiL(D^—n. KO 0 1 t 
§tL, dr— KO 0 0 i^-KO 0 1 ro±^©^— ti, K 

0 0 t $tl.TV^5„ UtT[RHi{-> =¥-K0 0 t:3r-K0 

1 CO±{4(75dr-(i, KO i:$tb, ^^r— K 0 i: ^-K 1 CD 

[0 0 9 5] ^>y->y^mm-t^^-\-i. ftTS^X 
/W:^/-K (y-7) ft±S»/u-by-K4 

5o mx.\t. #-^3o/-K (y-7iD) (::^s-r-57 

KOOll, KOOl, KOO, KO. RRSr^tf-'^^^W 

[00 96] :*:5&W<Ov':^xAHjoV>-C«, 013 
$n5J:5l-, 01 2©J[la^::S':5l^Tfl|^$j^5MG-R 

y-^±:yy^(D^~(D^mm7t>iv^, 0 1 3 cotRlT'tt, 
872 473 2S<Dy-K*S:yy-«iti;$;}x^ /u-hy 

- K/i^f>T^4ro8S^T-ro#/- K('*x=fy;4S5*Ic;;S 



(10) 

17 

[0 0 9 7] irfj:t>h. rcOTv';^xi>.co/- Kct "5 $ 
6^:*f (=2" 6 0:5) 

J: *^4:¥:«/ (=2'' =m4om) (D^-^^mm-r 

5 r ^: 2>o :tTSW 3 2 ©(7) / - hlcn^.-r?>^ 10 
DNK (Device Node Key) irMl^L, ^(DlMUzM 

[0 0 9 8] ^rX-r^^-^^-Tirl/^COdf— fi, 64 
(=8 + 24 + 32) g<^#y-KT*«fife$^x5/<;^® 

CO^-^fflV^Tat^{k$tL. EKB (015*#RSLT 
^ilii-5) rt(C|Sg$tL5„ ftTSODNK(±, EKB 20 
fhiatmU^ti-f. y4±i^:^lz.Bi^^^ti (0 8) , ^ 

x:/';/^-^ t t tf-ia^StLSEKB (0 5) I^KdfB 

^tX\ i^y^T^h lit. ^<D='l^y->y(r>/<:x.icm 
-r^ir-<X(D^~i:n^ r t i)^X^ So 
[0 0 9 91 01 4{c(t^:y i;-1igg(;)*x=^!;-o5^ 30 

^o^^^isti/^^Fiisr.T^-rc 014 ^^^3v^T. ^my u -« 

igO*±©{C(l. /W- h:3r-KR2 3 0 Ha^^^StL. 

rn'pm^i,aty-¥'^-2 3 0 2i5iS::^^*x, ats 

y-:7dr-2 3 0 3;iS^^$n-5o 

[0 10 0] ^±^;!i^?3^MgS (01 3(DmX'it. M 
= 8) (7)9f^<0/-K^S*x:^y y-K2 3 04^: LT 

7^=f !;tDr/M;^^^/-Ki:$tL5o ^MS(7)1-0(0 40 

y~h'^m^t\.xM+i^iiiT(Dy-h\ v-ya. 

[0101] #i|xl±*0 1 4 (O^Mg g O 1 OCO / — K 2 
3 0 5}Cfi;<77^=f!) [;^^D;^T-->-f ^ (iSS) ] 

V y^y-y4 ^i:^mLfzm-^^£'f^<-^ y^^^n:tiy'=i'll 

mm(Dy-}^-ifzitv-y tLxm-^^ti^o -t^i^ 
]}iic^m^ti^y'yu^(omMy—h\ axxj^v-yco so 



2002-297816 
18 

[0 10 2] $e)f^. M©*^e>ifcS5)'T^a©ife^f-:/;!7 

y y- K2 3 0 6 t L-CfS^-rSr <!:;45-ei:5„ 0 
I4©^!|-t?(i. ;<7-r=^y [y^y ■yiS'] y— K2 
3 0 5©2ST©y- K(c, y^y y^'SrOefflb 

fc7^yM>^ro*x^y [c-^s^^51^y*x=^y y-Ki: 
LT, W^Ufflfg] (oy- K2 3 0 6;J5ss:^$^^x^^ 
So f-:7';*-r3'y y-KT'fe5ff±1|ffl^coy 

-K2 3 0 6JWT{-. S^^ffl^ro^X^i'y 

t«S4S6t6##«IS©y- K2 3 0 7 fi^n^^ti. $ 
^>{'^©T{i:t:i. i^^ff4«ltg##«tg©*7^=i'yi-^ 
[PHS] y-K2 3 0 8i:, [#|?HFmiS] y- 
K2 3 0 9;«5^^§ttTV^5„ 

[0 10 3] *x^y. -!^y*7^=ry^i, 

-liBi^^^i!: (rttPj^^^xLTJilT, :i^vx^x>f 

x=?y y - K^y-i.it^y-*-rosg3ci-.5y-Aii 
§gxYz^ffl©iI^,y-Kt LT^^i-*itf. y-*- 

T^©y-K:^r-, y-7:^-Sr*&iJrtLT|R^-r5ri: 

v^«#a=^-»ism. HifAfia^, ^£DlI,*[y-K^- 
yT»y-K=¥-. y-7:Jr-lCj;oT«^$ttSWia 

i[:^-:fay^ (EKB) ^^^LTiBftU Tl^y- 

[0 1 0 4] lo©y- K^II,^ii: LL 

T, «T©y-KSr^<0]I/tiy-K{c:^il*ix;t*x=i' 

y. h^^^it'^y:>]y'=^V(Dmmy-vtLxm^-ri> 
=^yife(^io(7)ii^,y-K^i=s-r5y-*-. ^v-t^ 

yay^ (EKB) SrJfig {'^JrScLT, H^'^.y-KWT 
- Kt-JR $ >fei/^ftfe(Z)*7" y o y - KJ-JR-f St'^M >^ 

[0 10 5] 0<Jx.«. 01 2f:i^$n5-;'y-«ittcjo 
v>-C. loro^/u— 7'{:I-g■4i^5 3o(^•r/MX0, 

1, 2. 3t4y- Kdr- i:LT*ii<7)df-K0 0. K 
0. KR^i*^i-5„ r(Dy-Kdr-*^1iJ$^flJffl1-5 
:ii:l:ij;«9, *aro=> Srx^^-i' ;^ 0 , i, 

2, 3ro^fcS^i-5r i:;5S^|gt>i5, fdtxtf, # 

iiicf**-rsy- K=^r-Ko 0 ^t^%:='y7-yy^—t 

Lxm^-ttiii. mtcfimmH^mrrir^ ^t^j:< 

-i*;^o, 1. 2, 3«;^A/i5#ti§(o=i:^7^>':y=^— colS:^ 
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K^-KO O-CBt-^^kLfclilEn c (KOO. Kc 
on) ^'yhU-i^t:'SfLXh^\^^ltm^mmm 
mLX'fy^-^ :^0, 1, 2, 3izM1fi-rixii. r'yU:^ 
0, 1, 2, 3(D^iK ^n€tL<7)7=VW;^(CjoV^T{* 
^•t--5*^"y— K=Jr— KO 0 SrfflV^T»f-tE n c (K 0 
0, Kcon) ?r)^V^T=3i^r->'5'dr-Kc o nSr#5 
r t^Jpjflt ^'i-So /iib\ Enc (Ka. Kb) flKb 

K a i o TRt-^^f: Lfcx - T-fc 5 r t Sr^-fo 
[0 10 6] -^tz. h^m^t{Zii\,^X. y'-'U:^3(D 
Bf^i-SliKO 0 1 1, KO 0 1, KO 0, KO.KR:OS?SCSI 10 

fcJ^^, -^ixtill^. (7=V<^y^o. 1, 2, 3 

{4. y-K^-KO 0 l.KO 0,KO,KR^, ^fl^iv 
^tz^£mK it) 001, K (t) 00, K (t) 0,K 

(t) RtCjgffL, xVW;^0, 1. 2fC-?:«Sff:3f~ 
Srex:5i£i^^;SSfc5o rwf. K (t) aaafl, UK 
a a a CDIftft (Generation) t ©IEff=¥— "C'fcS r. 
^1"c 20 

[0 1 0 7J Mir=^-oiB*^aSoi>Tl^?qi-5o 

(EKB : Enabling Key Block) t iq^fiH-S 7'a i^-r 

LT, h^\^^liUmmmz^^efiLXf^<4:^0, 1, 2 

-ftiy^ (EKB) Hi 2(c^^i^•5J:5''cOy — 
«ig*«)^St-t-S#y-7 (ftT®<75y-K) i^>ttjS1-5 

-^{k^-{;iJ;oTlSfig$tLS„ ^gtlfb^-ynyi? (E 30 
KB) (4, ^-Jlff:/D .y:J' (KRB : Key Renewal Bl 
ock) tl^fmsr <!:t>fcSo 
[0 1 0 81 01 SAtCS^-r^Stl^kdr-yD-;/^ (EK 

-<^0. 1, 2^cjo^^T. 1S:ftt(7)jEfry-K=Jr-5rBa 

S„ Hi 2*^p3PJp5:^^?i<t 7^/W;^0. -r^W;^ 
114^ Sffy - Kdr-ir LTK (t) 0 0, K (t) 40 
0, K (t) Ri()^iii-mX'h<0. T'y<4:^2ii. Mfr/- 
K=3r-i:LTK (t) 001. K (t) 00, K (t) 
0. K (t) Ri>'ii~mXh^c 

[0 10 9] 01 5 AOEKBlC^$ix5J; EK 
B(cn^iicoiit-^'fLdr-;65^iti.5„ BllSAiOftTS 
<r>m^it^~li. Enc (KOO 1.0, K (t) 00 
1) T'fcSo rH^xX-f X 2(0itoD— 7^— KO 0 
1 0(Cj;oTltt-§-{li$nfcMiTy- Kdr-K (t) 0 0 
1-C'fc»5. x^<-f';5^2{4. i#Ojfo!;-7dr-K0 0 
1 0{^±oTrroilt#{k:^r-^«^U M*f/-K*- 50 
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K (t) 0 0 l^#5r<i:;45-e#5o *fc:, ^-^tci^) 
#;/hMif/-K^-K (t) ooi^fflv^-C, 01 5 A 
£DT/!i>b2g:g£7)Pf-tft;=^-En c (K (t) 0 0 1, 

K (t) 0 0) i)m^'^mtfj:<o. ^my-h'^-K 

(t) 0 0Sr^#5r t;55-C't5„ 

[0 110] ^rmik. 01 5A«)±A>fe2sg©iit-^ 

^t=3p-Enc (K (t) 0 0, K (t) 0) ^^^-fS 

^tx\ Mir/-K=3r-K (t) o■^^^(t>n. ^n^m 

\/^X.mi5A(D±t^lbl&n(D9§^it^—Enc (K 

(t) 0, K (t) R) S:«-^-r5ri:-e, Mff^w-b 

=^f— K (t) R;ii5#e5n5, 

[0111] y - K:Jr-K 000 {IM^-TS^f^ 

tc#^n-Cja^-f> y-KO, i;j5^ Sify-K='r-i: 
LTigi>S/£(D{J, K (t) 00, K (t) 0, K (t) 

RX'h^o y— Ko, ifi, x^<-r:=^=^— Ko 0 0 0. 

KG 0 0 1 ^rfflV^T, mi 5A(D±^^h3m^<Dm^it 
^-Enc (KOOO, K (t) 00) ^^-^1-5)^^ 
•X?Mffy-K=^-K (t) 0 0^$t#L, KiTHiJifc, 0 
1 5A®±;!i^ib2Sg©Bf-§-{k:^f-En c (K (t) 0 

0, K (t) 0) im^i-^:LtX\ Mfry-K=5r-K 
(t) OSrW, 01 5A»±;ii^t> i|&i(DBf-^{t:^-E 

nc (K (t) 0, K (t) R) i:m^-r^ztx\ M 

Sf/u-h:Jr-K (t) RSrttSo r(7)J;5{-LT, x/< 
-r;^0, 1, 2f43Ei^UfcdE^-K (t) R?r#-5ri:;i5 

[0 112] ;^£ib\ 01 5 A(7)-r>r'y^'::^«, 0<7):& 

[0113] 012 iCT^-ty y -1iigCD±{4S(Dy - K 
=^-K (t) 0,K (t) R(DMiT/JS^ST'fei9, y- 
K=ir-KO 0«;z^.CDM3&f*!La35»i£:>^T-feS»-a-{i»l, 0 
1 5 B£D^r$l){li^-:7"D (EKB) Srfflv^sri: 
•C\ Hify-K=^-K (t) 0 o^'f^u :^o. 1, 2 

[0 114] 01 5B{^:^-rEKBtt, 0iJx.«#^©i/ 

/u-yi' jov ^T*^r-r 5 Sr /t => :/7^ ^- ^K^flii- 
5»-a-(-*iJffl«It|-Cfc5„ LT, 01 21::,^.^ 

X'^-tyj\^~zfp^(r)y'/U:^0, 1, 2, si^h^mm. 
i«i*:^fflV>Tfct), Srfc/ji*ii(0=i>7^>!y:5r-K 
(t) c o n;J5ie:>MT'fc5i:1-5„ T.(Dt^. "f^U :^ 
0, 1, 2, 3CD*awy-K=^-K0 OSrMMLfcK 
(t) 0 0Srfflv^Tfrfc'i:*ii(^JEff3>'x:^y=5E^-K 
(t) c o nSrBt-^-fbL^c-r— :?En c (K (t) 0 
0, K (t) con) 0 1 5 BiCl^^ttSEKB 

[0 1 1 5] 1"/^^^^, X^^-fy^O, 1, 2(4EKB^ 

!>!Lm.Lxmc^-K it) oo^m\^^xs§^:sci:W.^i- 

tlii. tB#.^,T-<7)3>xV:ydr-K (t) conSr#5 
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[0 1 1 6j El 1 6{c, tWj^X'(o='yT:^y^~K 

(t) c oni:n?>f&mmtvx. k (t) oo^ffl^^ 

xmtifmm<D=^:y^yy^~K (t) conSrsf^^k 

Lfcf^— ^Enc (K (t) 00, K (t) con) 
0 1 5 B iZTH-TEK B t ^£rfE«ti«fls:^Sr^ VX^M L 

/cx/<-r ;^ 0 (C^aasr^^-r, i->te*p*>r<io«^»i. ekb 

(t) c o n i Lfc«?ijT*)5„ 

[0 1 1 71 01 6t^^1-J:5i-, x/^'T^OJi. teii 10 

mm^^^inx\,^iWixtv^M<DEKBt. B^r^h 

feiii^Cfe^&i^LTV^S/- K=^— KO 0 O^ffll/^T. ± 
jtLfctmiicOEKB^atCi "9. y- K=¥-K (t) 
0 0Sr±fiK-r-5o xv<^^0«. m^LfcJEff 

/-K=^r-K (t) DOSrfflV^T, Mfr^ >'"7dr- 
K (t) con^m-^LT. tttC^tL^^ffl-rs/cfefC 
S5^/dlt^5Jfoy-7=5r-KO 0 0 OXV^^itLX^^ 

[0 1 1 8l 01 7lcWa{k:^r-yD5/^ (EKB) (D 

7;*-— ^5/ h^!|^^-f-„ /<— v?3 0 1 li, ^l^it^ 20 

-T'nj/i? (EKB) CD^<-v?3 :^?r^-rii!3iJ^^T-fc 
5o ^Sfe^ ^H^H. *if(7)EKB5rS£SlJ-rS1SBg 

f±. ^"S!l{k=^-:7'n-;/^ (EKB) (DlS^fli^fe'Ox-'W 

0 3tt. ^g!){b=^-^ns'i? (EKB) ■^JCOx-iS'^fB 6 

14^ 6 0 7 (DfiiS, m^^-^>^ 6 0 5 6 0 

[0 119] t'-^^q 0 6(4, «sjx.f4Mfr-fSy - K 30 

xm.m-r^. 

[0121] 018 T'J4, x-^ t i^xx\m 1 5 A-e 
mm\.it^m\L^-zrx2yi; (ekb) ^mi-s^rii^ 

^LTV>5„ rcOB^FOx — ^{4, 0 1 8 BC75SJ::^1-<t 40 

rcot#cDBt-^^t:=^-tc-g-$H5 h ■y^'y- 
«^f4. yu-h=5f-©JE§r=^f-K (t) R^iJ-^StLTi.^ 

^Jx.i4ft±S<7)x-^'En c (K (t) 0, K (t) 

R) f4, 01 SAJc^i-pgS'yy-jc^-tfigpotcjifj- 
jESi-S. d^(DWL<r>'f—9\t. Enc (K (t) 0 0, K 

(t) 0) xh^. y^)-l.x\t.m(r>'f~'^(Di^T(DiSL 
KPO o(c>Ftj^;i-5„ y -mm.(n>m-&n&.mt^h% 
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^i^WzWf&^fhh. ^^{4 (L) 
(R) tX.Xm'&^Hho 018B©ft±S(7)r 

-^'Enc (K (t) 0. K (t) R) \zn^.-r^{tM. 

P0®:feT(7?{4gP00(:: (4-r - ^t^hZcox. L ^ :/= 
0, :&ICf47=-^*S/£V^©T\ R;5'i/= 1 t/iSo 

■t^xay'f-'9\n^iftm'&^i(\^. 0i8C(r^-r 

[0122] ^ ^^{4, Enc (K x x 

X, Kyyy) t^^ '^^ iJ (CfiifiLTV^Sro 
*^Sr*1-fc*(C^^$tb5t©T'fo5o x-iJ'gpe 0 6 
(;:*&iirt$*t5='r— X— ^En c (Kxxx, Kyyy) 

tz^ ^^m\^-r\z.. %(r>m\^xmm\.fzmi^(Di:o 

0 : En c (K (t) 0, K (t) R) 
00:Enc (K (t) 0 0, K (t) 0) 
000:Enc (K((t) 000, K (t) 00) 

• • • (Di,of£y'~'^mf^tir^^bi,-^m.Xh^-bK 

iEm^l'*5V>T{404L<7'iV\ rttt^^U ±mLtz 
^^:3r— (4S5r.i^1-m§lx-^ t r (c J; 

[0 1 2 3] 01 7lc:MoT, EKB7;i~^y ht::o 
V^T$ iblClftl^1-5o W^S (Signature) 6 0 8 f4. ^ 
mt^-y'^-yi^ (EKB) Sr*fTLfc«?iJ;tf4il§S-fe 
(7-l'-fe^';=^1^— ^<4) , aVxV^yo/^'l'^ (3 

:^7^^>>f— /<3) , ikmmm m^-9—^<5) mam 

ni-^m^m^Xh^. EKB^StlLfcrVMXf4, 
m^^mz2:^XjE^f£mmt^-y'^ -y^ (EKB) 
lltt#/i^|gtTLfc:>fi-^fb=3r-:7~no,^ (EKB) Xh^ 

[0 1 2 4] i^±(7)J;5(-LT, y^±>:^-f-y<4-i^ 
hWi^^fltzy^±>-:^lzm-^\^^X. :=il/y-vy^—^< 
■3.t^hW^^Mz^^yy-^^y^1fm-f^%M^-^t^^ 
01 9fc:**ix-5J:5l^'5e-5o 

to 1 2 5] 1-/^^3*,, 3>-xv!yf— /<3;!)^ibi5'7-r 

*&$^^5„ 7-C-fe>';^l::{4, DNK>iS^4ixTi>5 (0 

8) „ 3>-xvy(4, ^^-rv^y^— Kc|::J:<9, Bf^fb 

$ixTio'9 (Enc (Kg, Content) ) , a:/^^"^^— Kc 
{4, >'I^- h^-KR(EKB*^b»fjtt5=¥— T-feoT, 0 5 
|C*5ftS^-KEi«: f::mi-5)Tllt-^{bStt (Enc (K 
R. Kc) ) , EKBi,>:t>t', Bf-^fb^tbfc 3 vx>^;/t'f^ 
*P $ixT 7 T V M (CtlW § tb?>„ 
[0 12 6] 01 9(D0iJ(Cio(tSEKBlC(4. t^ij^ff, 0 



23 

2 0 IC^ $ J; 9 tC, DNKT'Bt^^b Ltz/U- h dr-KR 
:4»-^4tT.TV>5 (Enc (DNK. KR) ) , t^oT, ^J'^-fT 

-KR^rffl^,^-C, Enc (KR, Kc) =J i^x dr-Kc?r 

^•^■f-sr 3:^x:^:y^-Kc^ffli/^-c. Enc 

(Kc, Content) t>tb='>Tyy^tS.^-t^:it-A^-V^ 

•So 

[0 127] w<0J:5tCs ^'T-fe^^m'K^MUf-tJ 

'o^x^ztizx'o. mi2tmi5^^mLxmmL lo 

fcHaiCS^oT. ia'!r©7'f-1r:^;^(^y (revok 

e) ^5BJtg(-7'j;5„ 

[0 128] Sf^. ^'Cir^;^^^— 

[0 12 9] Sfc. (DNKtU— :7I 

D) i:^ffl^#©2od^f,iiEKi-5r idct"? (m 

[0 13 0] IIB^»i:S<^■|i(75flJffl{cov^T^i, 0 2 8 
[0131] *^BJ(CioV^-C(4. a 1 3 ^#Ba,LTlft0^ 

7'^!J;i5*l-jS'^ltP>tLSOT\ ItifODNK^ loco (* 
-5 * X y © 3 >-r v^y S: 1 o(D-r ^<>r ;^ T*§ai-5 

[0 1 3 2] 02 ifi, r«S8«^SLTV^2)„ 
*>. x/<-r;^Di{;it4. Tv';^xA^cs<s^^T. dnki 

XlS. DNK2;!)5fiJ'9aTfjixfc, ;^ ^ !J :^ (rCD 

>:y2tv^5^ M'iC'5->;^xix (Tv';^xAi7=>^-('x 4o 
o^ti>-^mtf£^. mfcf£Dm^P\^^^x^t^. IJE 

IrfijlJSTbnTV^SDNK^glJI^I-S^iifLT. T^/^-T 
ifiiTDDNKffi-j-Sr^fJSS-tirSJ; 5{:iL:t«^, 

[0 13 3] 01 3(I.*Jlt5, 0^J;?Lfi. T{B!l(^3 

2|itJi(7)#E::^fl^0 1olo{C, m2 2iC^^tl?>74 
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[0 13 4] 0 2 2(O0iJ^::*3^^T^4. 0iJx.tf, y-f-fev 

1 (4, v^-rXcOv^-^' Wi'!;iJRL. 7'f'ir>';^ 

if 3ici^;^[^§^^TV^S<, y4±yy^^y'=tV 2lt. y4 
±yy^iD2(D^y'ryy 3. zii^y'yyA, tiiixy-^y 

[0 13 5] r(75J;5l'> *«B^I-*5V^-C^4, *X=?1J 
[0 13 6] DNK^, ^^^^v=>Tl::^*ffife 

^^L, ^il^^p^x-f 7ti^^'>y^-K1-5<t5(--r 
[0 13 7] ^yy-yy\t. ^fitm^^mz'^k. }£<r> 

^m^mmtj:^ K;<-r^^T-fc. m-o^^oy^yyt^ 

it-rz^jimmommm (certificates) >45ia^*tL-5, 

#3.-Hf{t, ^CDU^m^mi^X. (signature) 

So 

[0 13 8] '(75:^-&©*aS<O^J(Col^T, 02 307 
-if ^^CDii^ »^ L/cx - SrEtigP 2 8 {^IBIt $ it S 

[0 13 9] T-xyy^S 1 7 1 |C^3^^T. ^y 

^T^hl (DCPU 2 1 {4. ii^f 2 9 $r^^^ LTA;/J $tl. 

i>cd(Dn±7'-'^^mmT'—^tLxn^i2<t^o ^y-y 

7°S 1 7 2lc:*5l>T, CPU 2 Iti, y^y-y-fS 1 7 1 CD 
I? ix * tLfcfSi^x - * - ^ -• 7 - 

{4, 3 f'-y h»3 t'-Watt^ (CGI) IfyhCT) 

hy;<f (Trigger) ^: i 19 flf ^ $ tt, zivy-vy(n=f 
— ^'c7?4'lca*3A*tLTI/^SCPU2 1 {4, 'J'^j- — ^'-^ ^ 
-;5'/!i5^tiJ$nfc«'S-{Cf4, ^^x-yT'S 1 7 3 Clii;^^, 

7-i?^ism-rs^a*^tT-rs„ !>;4- 

_^_^_^;jS^:j5EL/iVN:^^fCf4, ;^X?'7'S 17 3 

roM:a{4X:3r->7°§ixSo 

[0 14 0] :^X5'7°S 1 7 4tCjoV^-r« CPU2 

lf4. ■:^yy-yy\z.n^-.\.Xim.-fi>^y¥(n>y'-^^ 
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[0 1 4 1 1 7k\^. T^y-y-f^ 1 7 ^\zM^. CPU 2 1 

f^^-rSo r(D|i5€Biafi, ^'T-fe^'^-tJ— /<4;4»tIR# 
Lfct>cOT-fc.5 (|gl7C0;^X2/7'S 6 7) „ 
[0 14 21 ;^v'-;/yS 1 7 6T\ CPU2 1 f±, Bf^fb 
«-§-?fP2 4?r$iJ{9L, 3Vxi^'7=¥— t?3V7">'^;/Srllf 10 

it. lR|f${cSi#$ix:tfc(7)-e*>-5 (0 5 4:^111111 
9) . 

[0 14 3] iSk}-, ;^T--;/:^S 1 7 7tCj3V>-r, CPU 2 

in, 7T'r/i'7;j— Mcs-j^, "f-^^, 
[0 14 41 ^m%m^%^=f^^^x--h^^ 

^XS^ySl 7 6^:l*5^^T, CPU2 1J1. zi:y=fV 

yk^—'fv'7%i^\z.'^^\^, trilxifS, ATRAcs:^^ 20 

[0145] 0 2 4 {i, i^±(;) J; 9 t- LT, |E®*Ifli:(C 

-^{t^HTV^S^i^-rV^y (E (AtS) ) d^lbttttl^H 
— ^— v— (WM) =i>-r>^>'«^ {r^y 

[0 14 6] 1112 5 ^'yy-^yy^wmm.m^wm.-t 
T^-'So r©0!ii;i*ji/->-rn. ^yy-i^yiM (cid) , 7 

^■^y^Va (LID) , URL, ioJ:t/'>;i--^— v-i? (W 
M) 5r-g-tf^s/^;65|figt$tfrv^5te, EKB, =i>7':/->' 
=3r-Kc^>'W- hdf-KRT'B^-^^kb/cx-^' (Enc (KR, K 
c) ) , Wm (Cert) , ^V^\cm^^^l^^i\Sk.f 

(Sig (Header) ) , 3 >-r 
•;'^-KcT-Bt-t<t:Lfcx-^' (Enc (Kc, Content) ) , 
:^9ir — 9 (Meta Data) ^3 iU^-v— (Mark) 

[0 14 7] i?;*--^—- j7fi, 3 VT'V^ycDf^gBCl 40 
ffifcji4ttTV^5t>(DT-fc5;a^ 1112 4^0251;::^$ 

[0 14 8] ;iib\ ^^5'7'-^'{±, 0y^tf, 

as i?r#BgLTmai-r.5o 

[0149] 0 2 6 1±, wmt \.x(r)<m^mm(r> 50 
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^iCio»t5|g|iEM (CA : Certificate Authority) 

yhf±3:^xi^5/i^-y<3) 35s, mm^hwrn:. ^^^x 

■^±'y::^-^-y<4\cmmi-^tinx\ ^(D{iimmum9 

Sr^#5r i/iST'tS (0 7<75;5^x-;/7°S 6 7) , 

to 1 5 0] m2 6\z.)an?>''jkmmmm*n. mm^<D 

/^-v?3 /■<4;!)5|EPJS(;5?IJffl# 
(3.-if) tC^LT#J'5o(t.5iiEBJ»WiiL#-^, xv^ 

7-r-fe>'Xf— /<4 fc i t) f^^$tifc7^v?^f/uWi&;a5# 

[0 15 1] y-KlD4fcH!J-7IDfi, 0ij;t(±\ 01 
2(Dm<Dm-^. v'y<^:^OX'htHi rooooj i$ 
ti., fy<4 :^ 1 -etttf r 0 0 0 1 J t x^<-r i 
5-C-*)tbtf ri 1 1 ij i:^5tt5o ^iwJl^'felDlcS-i 

©fiiK (!J-74/c{iy-K) \:i^W.-th:^'y7-^T^ 

[0 15 2] z.(Oi.b\z.^ ^iy'r>y^if\m-t^<n>\c^^ 
Wiy^-^i^:^^. =^yy-yyh\±'^m\^xm^ir^X. 

[0 15 3] 7r^^l^7;t— ^s/ h^0 2 5(C.T^ 
SDMI (Secure Digital Music Initiative) ^^(C 

[0 15 4] $t>i^, m-X-li. 02 7(:i*$n5J;5 

-^'y-^-^-y V2i:^LX^^^Mch\^Xh. 1^ 
^CO^aaiCj; "9 . SDMI (Secure Digital Music Initiat 
ive) m.^t LT(^0f^»PD (Portabal Device) ^{vl, 

[0 15 51 ^\Z^ 0 2 8C07n— f^-v- h ^#HS, L 
X. ^y^r:yVli)m(r>i^y^TyV (^();t(l\ PD) 
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[0 15 61 M^i^. 19 1 {c*5^^T. CPU 

^nfc^-a-x 7.7- yZf^ 1 9 2tCji^, CPU2 1 tt, IE 

»{c:#JP$ix-CV^5T'v=;5';i-W^$:^-^-t5„ 122 6Sr 10 

15, ^<4<D<25rM®^ffll^Tm-§-r5r t 

^s-CtSo CPU2 1f±, |IB^S<75> ■yir-v'^ 

5i„ ^LTCPU2 1t±. ?llg$tl.fc>'^S'->^fflt, XV? 

[0 15 71 ^•:iT\ ^x-^ys 1 9 at^tJi/^-c. CPU 
a^nTi/''J^iV^i:*iJ^$iifc»'&. ^xs'T'S 19 41:: 

J:t)fTi3ixS, r©1tliE{c:o^/^T, El2 9i:|g3 0^# 
[0 15 81 v^i, 0 2 9{c^$tt5J;5(', m7L\i. 

y-73f-Ki 0 0 i^^-rsxv<^';^;a5y#-i>$tL 30 

x/W:?^ (y— 7) tiiga^iS^tb^o ::oEKB(4, [12 9 
\z.iiVf-i,=f/^^ 7. riooij :J'-r.5/c4?)ic, 

=^-KR, Kl.Kl O.Kl 0 OSr55ir1--5EKBt/ioTV^ 

[0 15 9] y ^■-i^'T^^-r;^ ri 0 0 ij j^^<7)^-c 

<^y-7»4, Mif^^Xfc/W- h=3r-K (t) R^gl#1- 
5r^;j5T-t^o 1-JiCt3*>, y-K^-K0<DTfiit-5S 
J^C^y-^H, Mff^tLTl^JfclV— K^— KG X 40 
^■<'1';^l^(C:i*if LTV>.5<DT\ Sf-^lk^^f—Enc (KG, 
K (t) R) ^-K0{cJ:oT«^-r-5^iT% M 
if/V'-h=Jf-K (t) RSrl&#i-5:i t/45-C#5. 
I0 16 0l4fc, y- K^-K 1 H^T<75y-7{±, 
£ff$^xTI/^/il/V-K=3r-Kl l^:ffl^^T. Enc (K 
1 1. K (t) 1) iSr/-K=3r-Kl l}^J;oT«-§-r 
SrtT-, IEilT/-K=3f-K (t) i^ii#i-sr,!::as 

T't5„ $f>tC, Enc (K (t) 1, K (t) R) ^7 
-H^Jf-K (t) li^J;oT«-^i-^r tT% Mff/l'- 
h^-K (t) R^ffil#-t-5r t^S^tfet/iSo /-K 50 
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^-Kl 0 l©T{iz:y-7icov^Tt. l^#(ISff>'^- 
h=¥-K (t) R^ffilt#i-5^<!:;45^^-efc5„ 

[0 16 1] ^e>ir, y7K->5'$tu-ci.^jfcv^y-7=3p- 

K 1 0 0 0SrW1-Sx/^^:x FiOGOj tt, gBcoy 
— 7=^-— K 1 0 G GT'Enc (KIOGG, K (t) 10 
0) ^«^L-C, /-K^-K (t) 1 0 0 ^Srfl^t1-5 

Hi^fc^-^U Mff/U-h^-K (t) R^Sl^-rsri: 

[0 16 2] wtti^^L-c, y^K-^'^tifcxVM;^ 
riooij garoy— 7«i®±<oM^y — K=^r 
-K (t) 10 04:, EKB^!!tai;:<t <9 5i#T-#^<ev^© 
-e, h=ss^-K (t) YLW^-t^^k1f^ 

[0 16 31 y ^ttTV^JjCV^jE^Tfcx^^-r;^ (^' 

^-TT^-M) las 0(c^$tt5x-:5'<?r^'i?'S: 

^-t-sEKB;js. 7-<'-fev^-y— /^4*»biamstt, 
[0 16 4] ^rr-, ^^^^r)yy\i^ ^<n>9^^n 

[0165] ^Jx.ff , 0 2 9 <D y — 7 r 1 0 0 1 J (Did 

(y-7iD) T'fes ri 0 0 1 J ^, rij roj 

roj ri J CD4 t'y hi: L-CffigL. ft±{iLt'-> 

[01661 ID rioOlJ ©ft±f4 t'-y 1 -efc5 
A»P>, 02 9©/U— h^^^-KRd^Pj^rffllt-jitfo EKB«a 

lacD^^'i/ (#^GcD^'i/) tt, 0 : {0, 0} X'h<0. 

[G 1 6 7] y— K^-K 1 (75T^4oDy — Kirii 
tfo ID riGGlJ ©2#B(7)f .y h{40T'fc5d^ib£ 
fiyt'iitfo #-^l<D^yf4, ^filcoy- K^— KO(DT 

So r(7)^^~{4. 0 3 0{C^§tl€.J; 5 (C, 2: {0, 
0} -efe^), i^6^l^f'-^'^^-r5t<^<!:$tu5o t2^o 
fe{fl!j{;iji;z;^, y-K=3r-Ki 0{::;^ift>«< wtds 

[0168] IDTiOOlJ (03#i(73t'->h 

-^'(ommir^-r^i^ (m^3<D'?^) 3 : {0. 

*r-C\ ;fctJ(iji^, /-K='E^-Kl 0 0jcfc:i:*i9*< 
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[0 16 9] ID ri 0 0 IJ OftTiit'-y hfl 

1 l{-*f*£:-f 5t>0-efc?)s K 1 0 0<7)T&(Dx— :?© 

5 : {0, 1} -efeSo tie-Q-c. ;&{g!licfi, x-iS'^o^^ 
?tLJ'j;v^r i:{r/£5o ^roife*, y-K riooij iz 
\itiif'0^nfj:\'^^t\ctj:ir). ID riooij (Dy'^U 

[0 17 0] mt->ttLT, m^ii. v-y^-Kio 10 
0 o^^-t-^)x^M;^iD{4, ri 0 0 oj -efct). ±a 

5 y-K ri 0 0 oj ict^t'<o^< ^kii-x^^ 
5„ t^oT, ID ri oooj o-r^<-r^fi, iE^>:cx^< 

[0 17 1] 13 2 Sizm-oX. CPU 2 ;^X5/7'S 

5. 

[0 17 2] -f/j:^*,, 1112 6(c^^$tL5J;^(-. Ilig 

(Sig (Header) ) i^mU^tl^o -f^it^t. w<7) 
^M«i4rfflV>-C, -ri^^^l^W^Sig (Header) ?r«-^L 
-r#p5Hit-r-i5' (/N5/v'3.<it) i:, Wi2 5\c^^^n^ 

Headerf' <;/ H^^Sffl LT?^^ ^ i^fc^^ ->^<i 
i:T\ |Sg#;45-ifcLTl/^tt(i\ Header;*^ 

ikWi^tiXi^f£\,^:ik^mmir^ztii>X^^. ztilz. 30 
*fLT. m^i^-^Lfll-^tm. HeaderJiefeS^tt-CV^ 

[0173] y^xyT'Sig 7[C4oV^T. CPU 2 1 fi, H 
eader;iS55tS$^T>Tl/^-5*>5;4^^flJ£L. ^WL^ttXi^ 
tmtlti. ;^Xy7'S 1 9 8{Citi^^. 7-:^ 
Sr<tfiE-t-5o :^y-yfS 1 9 9tcjo^^T. CPU2 1 Ji, 

S-a-teifl, ;^-rs'7'S 2 0 ofciiJ'f, CPU2 i f±, 

i^y^T^.yY\\z.n\.X^:yy-^-y-y^W^\^. 3t°-§ 

[0 17 4] ;^xs'7'S 1 9 1 lCiol/>T, xv?^'yuWi& 

;65#^5EL/<fV^i:fij:£^ixfc:^^. >^X2/:/S i 9 3 (r jo 

S'T'S 1 9 5ir*5l/^T, raS^EKB-Ci^il-rSr i:;SS 
T-ir/id.ofci:^HlJ£$ttfc»-a-, ;^X5'7'S 1 9 7{C*3 

v^-5t^J:£$ixfc»-g-, *fifi, ;^TS'7°s i 9 9(wja 



#M 2002-297816 

30 

^ttTv^St^J^^^xfc^-a-. ;^X-7 7°S 2 0 licit 

[0 17 5] mmmtm^m^y-f-tr^^:^ 
^i^^yy^yyo^mmirnu-t^^ti^X'^i). 

[0 17 6] e';^-;?— 7-^^=1 >x>">'{'^ 

[0 17 7] ^(DmW:. -mi¥s$.^tifz='>Tyyn. 

[0 17 8] $ib(C, znyy^yyit^ ffiffl^ff^W^ 

4±y:^fH(Dmm^^^m^i-i>ztx\ ^i^izmm-r 
[0 17 9] -7--^ (Dnmijm\zr>h^xmm-t 

9{C, 3:^x>'5'(C-7-:J'*H^JP$tL5„ 

[0 1 8 0] y-Y-fev;^^:^^^^:^^. l>!t#©KI# 

yi'sm-r^zti^^-^mtf£^. 

[0181] Z<n-7-^iat. mx.it. 031 (C^^tL 

5 ±51-. 3.-- tfroiD (D-7ID) , m^^yy^. ^ 
[0 18 2] sttc, -v-i^icii, y-7iD. m^^y 

(cS<5 V N T ;t J^c § tt/c X ^ Wife ;4q^;!]P $ n 5 „ 
[0 18 3] W^myy^\i. 0yx.fi. M^oW^fc'ft 

m-a-) IC#JP$tL5„ ■KfflHi^B^^Jfi, aVT'^^'XTJffi 
fflSr0f^(D»iKrt(c5Bi6Lfc«-a-fc|E]*$K5„ 0(1^ 

fi, ::iyy-yy^^^yu- K1-?)^^/65flJ[!g§tT.TV^ 
[0 18 4] 3t:°-[51^(Cf4. ■?-tL^T'|c^05=>>-x>' 
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[0 18 5] 113 2»7D-5'-y- hSr^fiSL 

10 18 61 M.mc^ :^y'y-fS 2 2 1 fCjol^T. CPU 

10 18 7] ;^Xy7'S 2 2 2^^*5V^T. CPU 2 1 l±, 
3.-iJ-'*»f,(^A;tia5 2 6 Sr^LT<7)A;^SrSl!9ii^, ^ 10 
CO Aj'j fC^ftS Lt y i^;^ ■t^-/< 4 LT 7 >r -fe 

10 18 8] rrogsJ^JC^fSLT. gl3 307n— ^-v 

<5 (0 3 3(7)^7'-y7°S 2 4 2) „ tZX\ yf 
S 2 2 3{c:*5V^T, i^y-YTi^ MC0CPU2 Ui. 

10 18 9] 3.-- ifli, r^75g^tcS'5l^T. 20 

u^r, A;^^2 6*>b^(75fiJif*g*^A^-r-5„ 
lO 1 9 0] CPU2 in, ^^XS'T'S 2 2 4t;iioV^T, 

A;^llfC2 6;i^p5<DA;^^cS':5^^T. a.-- ff;4SS^^ttf:: 

[0 19 1] r<07*ii*PS:Sm-t-5 is y4±>:^^ 

yyyi:mii.Lti-^~i^imin\^X<^(m3 3(D:^r- 30 
2/^8 2 4 4) „ ^wT, ;^-rs'7's 2 2 6{Cio^^T, 
i^'^-YT^ h 1<73CPU2 1 {1. 7-rir>;^-tl— /<4;6^e) 

Mftir^=i'^y->'y(D-7—i:;'t\^X, |l]3 1{c^$tL5 
i 5 fm^my y ift-^m $ nyt-^- ^:yy-i^y \z. 
mLTSIS^ixSr i:t;i/,c5„ Sfc, rcoirt, CPU 
2i«, > 5'-fe-v';jSjEff$ti^r .ht-'te-So-e, xv' 
^ivm^ (02 5) tSifL. l2fi^*I{^}CfE^i-5o 40 
10192] ^X2'7'S22 4t;ii3V^-C. 
-/< 4 f>S* $ tifc*tii;j57ic $ ixTV ^/jrt > ^l^ij^ $ 
ttfcS-g-, ;^-r-;/7'S 2 2 8(Cii^, CPU 2 1 fl, Wt- 

[0 19 3] :L(Oi.ofii'y^T-y V 1 (O^itai-*)-;^? L 
T, y^±>:^^—y<4lt. 0 3 3 (^7 o— ^-Y— h{C 

[0 19 4] l-Tietj*), ;=^rs'>^s 2 4 1{C*3 

^^X. ^<4 0CPU2 Ifi. ^y'l'TVh 50 
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1 b 7 -fe K I ^BX 15 CDS*;!i5 j^ffi $ tiT < ?i t 
(03 0<7);^x-;'7'S 2 2 2) , rixSrS^t®*?, 
T'.yys 2 4 2^::*^l^T, *f^i:$tL-Ci>-57-f-fe>:^ 
(;)lv^ffi^l9['^^«g^^5^M*IE1tg|5 2 8;i)»p>Sg;^(^ttiL, r 

[0 1 9 5] iizgLitJ; r(7)J:5f-LT{i*$ix 
fiM»-*fLT, ^y-{Tyhli}^hmy^^titiMm^ 

7*-r5;j^5*^(^a^>j5i^m^ttT< 5o 

[0 19 6] -t^lT*, ^-r .y7°S 2 4 3|::*Jl^-C. 7-1' 
^^4(7)CPU2 114, i^y-fT^hli-hJ^ 

^J^Lfci^-g-, 7.T-:yyS 2 4 4i^it;^^, M^t^tl^ 

ttyt-7-:^'f4, ±3$L/-J:5(-, 7 'f T > M cDlStt 
gl5 2 8(CJol/^T. ^)Si-S3:/T-:/-;/|cffi^$tL5 (0 
3 2C0Xx-^7°S 2 2 7) o 

[0 19 7] ;^7'yys 2 4 3{;i*JV^T. ^y^T^h 

li^h 7*ii*0/!i^S{B ^ ixT V ^/i V ^ t tij^ $ ttfcS-^, 

T-x-^T'S 2 4 4C0Ma{47.^y7°§tL5„ i-^it?*,, 

[0 19 8] 0 3 4(1, Tsy-yrf^ 2 4 4icjQV^T, y 
-i-^y7-.^~y<A-h^hi?y47> Y 1 (c^fLTiim^H 

(03.— ij-*(^y-7iD, 3fWti77iy (Own) , MWcy 

S(cS^V^-t:t;$;§tt/crv?^'/'l^W^Sig, (LeaflD.Ow 
[0 19 9] r©T-;{'f4, i|t^©^-ifO#^ 

-$tLfc3 vx:^:>'(cMiif fiil^bi: $tb5„ 

[0200] r<??J; 5(;:L-C, =3>'x>'5'i:7-l'-fe>;^ 

[0 2 0 1] w,^. y/\y~-h-yifK^\,^xmm-r?>o m 

i5^yU-fVi/f4, fliA©BIf*■r-5«ll§■^y7'>^T^C*3V^ 

T^-ik-rs^iccDm^^^x^f TIC, lej-wy-i-ir:^;^^ 
[0 2 0 2] Sfc, =&im^i^i6S^LTfc< r <!:T\ 
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10 2 0 3] ^(om-B: ^— f-'f±> if^\^~i^:yif>ctMiit 

hho r(75|iE!^S<7)^^^a(^ol,NT. 0 3 5^:1136 
[0 2041 0 3 5(7)7 n-^-\'—hSr#ML 

tJl/^T, if y^T>h 1(DC?U2 lit, VjU—t°>if(D 

[0 2 0 5] ;^r-;/7'S 2 6 2 (Cit^. CPU 2 1 

^<3lcT^-fe;xL, ;^7''y7's 2 6 3^;lio^^ 
-C, ;^x5'ys 2 6 K^iaa-ef^^StL^E^qftSr^:^ 

[0 2 0 6] mmmtLXit. 7-{±>:^-^~y< 

So 

[0 2 0 7] J[i^±(D^!iail, ^yU- t":/^^*f^i $ttS 20 
[0 2 0 8] 2f:{C, IH3 6»7D— h:^#BSL 

LTff t)^!^ 3 vx^'^'l^- /< 3 <o|iS*<7)a^^a{:: 

[0 2 0 9] McWC^ T^T-y-f^ 2 7 1 lC*JV>-C. 

^nTtfciiE0J»^Sfti-5i:. ;^7^-y7'S 2 7 2l;i*5 
V^T. ^(7)|I0^»5rf£lta5 2 8icS^i-So 
[0 2 10] iU±«4!ia:6S, ^'/V-T'M^t ^ixSlS^ 30 
|*lcff*3tuSo =J>5">'>-9— /<3©iE1ilHJ 

$n5o 

[0 2 1 1] 03 7{C^^ixS0iK-{t, y/U-T'iroSE 

LT. fiEBJ»C 1 1 Ti^C 1 4 ;45Sfife^ti.TV> 
-5= mfjWSEB^SC 1 iTiMC 1 4{Cf4, JtlS1-5^ 

[0 2 12] limtC, ^^yW-^2<DliE?^»i LT. tE§g 
»C2 17^MC2 3:i51^^^tLTt5'5. r b fi^ff^i" 40 

[0213] jw±(D i 0 f£^)\^~'f-kmm-^^m^% 
\c. ^(r>wmii^mLm^f\.tzMmc^\^x^ 

h t-^-f-Ma^ntr-rso 

[0 2 14] ^Wi^. r^yyZfS 2 8 1 tCjol/^T, 
7'i^-7^f-/<3 0CPU2 1(1. iaitlFI5 2 StCfelS^tlT 

•f^Vm^Wrr-^^o 50 
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[0 2 15] rro^SE^att, 02 9^03 0^#BSL 

-^<4;i^^ia;rtJ$H-CV^So ^»1tll*!ta{cj;i9, 

$ixTl^5SE?^»fm^$tl,So 
[0 2 16] ;^x.y7"S 2 8 2{CjoV^-C. =i:^x>>;/i^ 

-/<3roCPU2 1 {4, y^7-'yfS2S KDilkU^Mn'i^ 

S 2 8 3^rj3l/^T. CPU 2 1 ;^X5'7'S 2 8 2 
ii^rB^-^{ti--5„ ;^7"->ys 2 8 4lc:^iv^T. CPU2 i 

tiicitm-rso 

[0 2 1 71 03 7lC^$n5^/W-7°l mz. 

•y:^s 2 8 3o*aaT\ 0 3 9 J; 5 

[0 2 18] -f-Jit)*), 0 3 9tDMlc4oV^Ttt. ^i^-T 
2(D^^ilKp.a . */c:flgiEB^»C 1 3(D^ffl|iKm 
[0 2 19] /<3(7)0 3 BlC^^tlSi 

H^;5^1-*!ta^^ff-r-5o 

[02 2 0] -yT'S 2 9 1 (Cjav^T. ^ 7 

-CTV h 1 (7)CPU2 1 {4, ay-r^'-yf—/^ 3:^^0 3 8 
<^>«.xs/7°S 2 8 4<DMaT'j||ftLT#fc3>7"i^^;' 
3:/7^v>;/|li:i:t{;igfti-5o avx^^'ft, = 

^k^ttTV^S (03 9) o 
[0 2 2 1 1 ^Z.X. 7.y VfS> 2 9 2JcfcV>T, CPU 

2 1f4. Xry7°S 2 9 l(D*n:aT'SmLfcg:9-5Q<^=' 

■i-^aa;6SfTi5tb,5, 

[0 2 2 2] 0 3 9<750iJt':5^$tl'5liEBJ*C 1 

>'x:/5/|fi(c^®#i-So -tLT, ^:^7-:yymc^m 

[0 2 2 3] I^^CO^aatt. EE?^»C 12. C 1 3 IC^ 

^fhfz^>'y:yymY^c-ti^^>'y:yy\zi^mL.xmhnx 
:l fi\^(DX\ =■ i^x >-^liKcSr«-^f S :i h t^x^-f. 
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[0 2 2 4] &.±l,Zt5\^^Xli. z^>7-'^y^~ i-rfj:t> 

[0 2 2 5] )iX±(DX 0 LT. mi^i^J^-Z^^- 
^^1-5 ICV (Integerity CheckValue) ^ffll/^-f 

[0 2 2 61 *^?^^;l*5V^T^t, ^'T-feV^lj^iy^' 10 

^^^^'-Lfz'oi-i^tii^-^mt^n^. fat. zfih<o 

^mitsmiX'm)^htitz/i^-Mcm-5\^^xnt>ti?)o 

[0 2 2 81 Mm^. 04 ICO^D-^-y- h^#fi8L 
Xilk<Di7y^Tyhi^y'<±y^%:f-:r.'y^T^ h-fS 

^y^T>h(Diimi^^\<^xm,m-r?>o M^i^. -^y-y 

T'S 3 0 1 {'*JV>T, ^ V h 1 OCPU2 'f- 20 

3Lyi;r^ Yn^(Dy^'^l/7.<r>=i-:^v!?T'^ MHicN 

Jo 2 2 9] ^T^s/yS 3 0 2(C4ol^-C. CPU2 

[0 2 3 0] ^LT, ;^T-s/7°S 3 0 SiCjol^T, CPU 
2 1 ti, ;^X5/7'S 3 0 l(7)*n-a-t?Bg^Sifj*x:fc^3iry 30 
^' T ^7 MhI^N 1 t , :^X'>-7°S 3 0 20«La-C-gg^^ 

[0 2 3 11 ^^y^J'Tl^ MElicNl*^ :t:>c9"3iy^ 
S 3 0 4 {Cii;^/., CPU2 1{1. t@¥{H!)«S^B (^31 s/^ 

$ttTl/^57-l'iri^xID(C^J^:LTlB1teB2 40 

[0 2 3 21 ;^7'5':/S 3 O SJCltJV^T. CPU2 

ifi. 7,y-y-f^?,Q \(r>i}m.xmJh^hiLfz.y'i-^i^ 

h-t--5e ;=<.X./7'S 3 0 6};ijol/^T. CPU2 1f±, ^'T 

CVtCOV^Tfl, 04 STiSias 0^g:Ba.LTmiE-r-5o 
ICV^ffl^^T 7 -< -fe (75^S^BS±-r S r Bjfg i 

[0 2 3 31 Wi^. ;^xyyS 3 0 7tCfcV>-C, CPU2 50 
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3 0 6«D«iaT-Sl^^ixfc:ICV^, 

0 8lc^3^^T, cpu2i(i, ;^xy7°s 3 0 6»Ma-e 

>:^ID;c*ftc; L-CEIi^ 2 8 <D^i 2/ ^ y ;^ h 4'(C|Eli 

[0 2 3 41 ^^XS'T'S 3 0 3(C*i^^-C, ^aiy^T'^? 
HElicNl36Sft>C^i2/i5'T'> MhJScn 2 J; •? :>c# < /<£ 

3 0 9[Jiji;2^, CPU2 1H, :^y~^m-k%fs 

[0 2 3 5] 124 2 0070-^-^-- hSr#fia,L 

114 l(D^i-;/^T!> h«iafCj;!3, 

^:x. y^rtf v^^n^fy^rw<r>^m\c-r>\<^xWi 

[0 2 3 6] MSW^. X-ry7°S 3 2 1 {CjoV^T, ti^ 

=3f-{4, Xx-y7°S 3 0 4l^jaV^-C, ^m%(D^yy(r 

[0 2 3 71 Jifclr, T.y-y-fS 3 2 2|:l*^V^T. CPU2 

;^ t ICV;4^ EKBjo i t^lEPJ* t t (CilHf $ ix-T # 
rtt^rSm-rSo ■^fit>%>. ^(Dy-i-^^T^. IC 
V. EKB*3j;U«tE?^#f4, 04 l©;^xyys 3 0 7©*!t 

[0 2 3 8] :^X.y7'S 3 2 3ICi3V^T, CPU 2 1(4, 

;^x-;/7°s 3 2 2co^!aa-r'S:{f Lfc^-r-fe:^;^, ICV, E 
KB43j;l>*iE§^»^. IEltlfi5 2 8tcK1i$-fr2)o 
[0 2 3 91 Uil±©J; 5{-LT, 7-('-fe>;^£05":ii-;/i' 

T'y h^^ntz^y^Tl^hllt. ^^-^^T'i'h^S 

^-fSm-a-x 04 3©7D-^^- 
[0 2 4 0] irf£ioh. ftlJJi::, ?;^-yys 3 4 i (cjB 

V''T, ^^-rr:/ M ©CPU2 in, jf i 19 

■fSo ^LT, ;^xyys 3 4 2i::t5V>T, CPU2 1 
n, fS1«g|5 2 8ir|E•|i$t^.-CV^5Bt^^t:$tl.TV^5ICV 

[ 0 2 4 1 1 JifctC, ;^-ry7°S 3 4 3^'io^^-C, CPU2 

Itt, X7^->ys 3 4 l(D$aa{'J;i9. v^■^?||»$t^/c 
iCVi:, ^xi/^S 3 4 2©^S}^j; 19110^ ^ 
-^^tL^ICV/Js-iH-SA^S^^SrfiJ^-t-S. i^#:6S-i!t 
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5„ ^ZX\ :^7' yzf S3 4 AiZir-r^s CPU2 1fi, 
[0 2 4 2] micS^LT, X-r i/T'S 3 4 3{Ci3V^ 

S 3 4 StCii^, CPU2 1 li, ^7-4!!;aSrllffi-.5o 

:y ?r Siti- 5 :^ i: T' t 1, ^ r f c 5 o 
[0 2 4 3] jifciC, JW±(^<t9{CLT. fteO^^-rT^- 10 

[0 2 4 41 Wmc. 3 6 l{r*J^^■r, CPU 

ys 3 6 2{r*SV^-C, CPU2 Ifi, ;^T-y7"S 3 6 IT' 
?5/0^^*IJS-r^)o ^(DflJ^Ji, 04 l(7)^7=-5/7'S 3 0 

1 T'Si#$tbfcy— 7:3f-. 7-Y-fe>';^iD, ioimcv 

[0 2 4 5] g^g#;45^i ^' T h 

\^tzh<oxh^t^. ;^7"5'7°s 3 6 3^c^o^^-r, cpu 

2 1ft, tB^ffiSro^groy-i'-fe^';^. EKB*3j;th*II?^# 30 

B'JI^^^fTi-^ (1114 50^7^->yS 3 8 3) o 
[0 2 4 6] ^^xs'T'S 3 6 4{^Jo^^T, CPU2 1 {4, 

— S.^ :ii y T ^> h V -r ir ^iJfftJJ^ai y >f >' 

§tiTtfc<7)-C% ^(7)7'l'-lri^;^(^f^3i-;/^T^7 Malic 

N 1 Sr 1 /ctt-r y > h-fSo 
[0 2 4 71 :^xy:^S 3 6 5{Ciol>T, CPU 2 1 

^t^^i^^n-^L. -^fz^f-riLy^T^ hl.X\>^^^(Dy 40 
^■fe:^;^;dS#^L/j:v>»^tc|±, ;^Ty7°S 3 6 5 {cii 

CPU 2 1 ffi#ffly<7)^«(7)^i 2/ 

5„ r^xfCJtLT, XxrvT'S 3 6 4^'4o^^-C, ffl^tij 
»gH{C^;n-;/^T'? h LX\^^^m(Dy ^ ± > y^:!)^^^ 

4>^^i-f^'^l^iti^h^<DX\ ;^x2/ys 3 6 60*0; 

[0 24 8] ;^x>'7°S 3 6 2(C4ol/^T, ^^lyi'-r^' 
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{ c i 5/ T h L 7 ir >^ T' (4 t ^ t ^HiJ ^ ^ i^ 
CPU2 1f4, :^'Ty7'S 3 6 7\zm^^ ^-y^iSk 

[0 2 4 9] 3.-- tJ-';4S^ y-r-fei^^^^^JEir^t'-Lfc 

[0250] Ii|45f4. mAA<r)yn~=^-^~-Y\z.7x^^ 

[025 11 :^7"yys 381 {rjo^^T, ^y^7> h 

l(DCPU2 1f4, ta^iiWi^g (114 4ro7D-^-\'- 
^^C^-r^a^ll^Ti-■5;5'7^'TV M) {cy— 

Ltzi: 0 +B^fty»$ISf4. ;^x-y7'S361 ^r4ol,^ 

S 3 6 2|C*3^^T, •?:^^ICSo*^^T, ^aiy^d-V*!-^ 

[0 2 5 2] ;^-r 2/:7'S 3 8 2t-*JV'>T, i^y-(T>h 

1C0CPU2 1{4, ffl^fiJ(D$^@;5^P,7-r-tr^:5^roN'JI^* 

lE'^fJ:=f-:x.y^^>'^^(Oy-<±>y.Xh^m'^. ±M. 
LfcJ;5{-, n^mn^WYt. y^'r yr/s 3 6 SwMa 
T'^-r-fe^/x, EKB*Dj;t;iiEP^a(75|iJ|^:Srg*LT< 

3\Z.m^. CPU2 1f±, y^±:^:^^ EKB*3J:t;«|iEB^»^ 

nmtho ■tf£t>ib. r^xiciifj, r<D^7-rT>M 

tt, ]iX'<k'i:(Oy^±l^7.^f^mx^fS:\^^i^mtfi^. H 
4 4CD;^x-y7°S 3 6 4(;54aa(' i ^^^-^^^T'i^h 
iHlicNl;*^ Ifc'Jtx^ y^^^K^tlSOT*, 5^:nyi:7 

[0 2 5 3] :^x-;/:7°s 3 8 2t::*Jv>T, 1=a^fflijro^e 

>^7=--y7'S 3 8 4{Cii;2^, ^7-A0:a:dS^tf ^tt 

5o -Tfit)^. ^<r>m'k\z\-i. lcvoji>iSM?ioTv^5 

[0 2 5 4] J^±{Cj3^^T^4, ^:^y!7^l^'t^:^y^ 

[0 2 5 5] mz.. y^±>y^ {^''■y'f'yyhWim) <n> 

ly^fS (ICV) i^i$.LX. yyf^yp^lzMlt^Hii 
T, I cvcoff^icit), y-(±:y7i&m(0^m'km^ 

i-55!ta«^(coi,NTift0j-r5„ 

[0 2 5 6] 7f'-fe>;^(75-l' VT^i/y-r^' -^oi-y^fil 

(ICV) {4, ^^Jxtf7-1'^r>';^(c>(^-r5^^•;/->^saic 
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SrfflV^TIt^^n. ICV=hash (Kiev, L 
1, L2, • • •) {CioTtfS^ttSo K i c vfll 

CW^^ic—X'hh. Ll, L2i±y4-b>^^<D\nWir' 
feO. 7^'ir>;^(7)aS1f^(07< 2/ir-v=|giiE??-^ (M 
AC : Message authentication Code) /i^^ffl^HSo 
[0 2 5 7] DESHt-^toSfll^^rffll/^fcMACfi^RK 

ttfc> — v>^Ml, M2. • • MNt-f'S) > 
*-f, (IV) tMliSr, ?tit^f|J2 4-l AfiilJ 10 

#fi!l6^iigiafPi-5 (^:©^m*l i t-fS) o I 
l<^DESIi|^-^{t:g|32 4-lB(CAtl> li Kl 
ti-S) ^fflV^TBlf-^^ti-S (tti;^5rE 1 ir-rS) . m. 
ItT, E lJoJ;tJtM2^?t^g|52 4-2AfCj;t)#flb6<J 
aiainL, ^(DtiitJ I 2 SrDE SBt-^{t;gl52 4 - 2 

AtL. mKi^m\^^x«§^-iti-^ (l±l;^E2) „ &i.T. 

^rJfefo DESIlt-^'fbg|5 2 4-NB;5^tj§^{CtiiT#fcE 
NdM -yfe — v^iSSE^f-i- (MAC (Message Authentica 
tion Code) ) tti:^^ 20 
[0 2 5 81 :i<Dj:o^£7-<±>^<DMACm.t 1 CV 

if'}'r>( (ICV) ;SS^fiK$ti5o ^J;ttf 

y^izm^\'^X±f$.Lfz I CVi:Sr]t$!jLTIWI-W I CV 

[0 2 5 9] y-(-k>:^(D^ yv-^Vr-^ • 

yi^m (I CV) ±f&^-Xh?>K i c v^±sli<DW$a 

5o •tJfe*?*>EKB{Cj;5Bt#{l:;.< iz-fe-i^T"— ^'Srv 
-fir>';^(75-<>-7"^!Jx^ •f^-o^s/iJ'ffi (ICV) 4fi8; 

[0 2 6 0] 04 7*5J;05|1|4 8tv:m^07'yW;^tC* 
m±t&^~Ki cv^^mt^--yr^'y^ (EKB) 

J;oTEfSi-5MfiK^«ISr^-fo 0 4 7 fl-r /<-r ;^ 0 , 

1, 2. St^^l-LTm-^^tgjJcf^zcy^'flt^fiKr^r-K 1 

c v^Eff1-5f!)^^L. 04 8»i7^/M;=!.0. 1, 40 

2, 3tti<7)r/<-r^3^y*'-i? (#1^) LTtV<^;^ 
0. 1, 2izMLX<D^U^-^mti^^-y^i^±^^- 
K i c v^BEmi-S«»J^^i-o 

10 2 6 1] 04 7(r>mX'li. SfT/-K=^-K (t) 

fc-r — ^' En c (K (t) 00, Kiev) ttiilC^ 
x^M^O. 1, 2, 3^^^oV^T•?:^^^j^©>g•i-5y- 
K:3e-, v-y^-^mi^x'M.^^tifz/~h'^~K 

(t) OOi^m^'^Wi^mt^-y^-y^ (EKB) 
^±^LTiSm-rS. ^tl^*n<7)x^<-<;^JJ, 04 7(7) 50 
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:^m\z^-t^oiz^ -^T, ekbstms («-^) -r-sr 

^{^±•3, JEff$ttfc/-K^-K (t) 00^SrSi# 
L. <!fct^. ®#Lfry-K=^-K (t) 0 01^ffl^^T. 
9§^it^tlti^:^yi:7m±l^^-Enc (K ( t ) 0 
0. Kiev) Srm^LT. s/^ffi^J?£^-K i c 
vSr#5ri:/iSRl«gi:;5:5, 

[0 26 2] ^:(7)flfe«)T'/<-f ;^4. 5. 6, 7---tt 

l5]-(7)^?i{l::3r-7''n5/^ (EKB) ^^SffbTtg* 
(^f*Wi-5y-K=^r-, y-^dr-T-tt. EKB^r^aa 
LT5Efr^tifcy-K^-K (t) 0 0$rSl#-t-5C^r 

[0 2 6 3] 048 (DMit. 012 0,^^#T'ia 

J:t?y3i?-^' (^^1^) $tLTV^5i:LT, m<oif/u~^ 

ro^W^, -f-Tic^^-^, y^y<4:^0, 1, 2, [cMLTW 
i^^«-^"lBgjfe^$a{l:=>r-7P-;/^' (EKB) ^^fiioLT 

iaftLfc0i|-efc5<. 04 8i;i^-r^r«ti{bi=3e-yD 5/^' 

(EKB) t. =f:^-y^m±f&^- (Kiev) ^Z- 
K=^r- (K (t) 0 0) T'Pg-^fkLfcT^-^'En c (K 

(t) 0 0, Kiev) ^lEm-rse 

[0 2 6 4] 04 8tO;&«i-}i. «-§-^H^7j%LT& 

5, x/M;^o, 1, 2fi, 4-f, ^mhlt^mt^- 

-^fflv^fc«-^^Q:St^J;i9. Mfry-K^- (K (t) 
0 0) K (t) oociisa^tiJ; 

9^i-;'iJ'i[4^:a[^-K i c v^Sl#i-5„ 
[0 2 6 5] 012 IClTi^-f te(73^/U-7°(07^/W 4 . 
5, 6 • • • tt, r(^|B]^(75x — (EKB) ^rSlfL 

fflV^TMfT/-K^- (K (t) 0 0) Srffil#-r5ri: 

sa'cDf^wi-sy-^^jf-. /-Y-^-X'\t. 
j~Y^- (K (t) 0 0) ^m^-th^tt^x^-f. 

[0 2 6 6] r(DJ:5l-, E KB SrflJfflLfc:^:^ -7:^7^1 

[0 2 6 7] rcoi 5?'i7-Y-1r>xcO'i' VT-^y-rf • 
^:t2/i?{fi (ICV) irf^i EKB-tRf 

^J;t{i04 9 Alc^-tJ: 5i-, 7-r-t>;=^ L i t 7-Y-tr 
v;^ L 2 Sr^tL^© 7 -fe ^-^fx# BlSg/£^ 
a^L=¥-y^n.yi5' (EKB) iit>}iit&^Lfc>7=VT 
l3iSfcl5. rtL^-?:£0*4;^x>f T2{i=if-L;t:^^ 
^iffl^-rSo EKBirBt-§-^Lvi'-fe:/^cO=it°-{i^tg 
T'fc "9 , r tbSr E K B ^^-^ Bltg/ix^<^' ^T'<±^lJffl-C 
t 5 ^ i: l;i/j:5„ 
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[0 2 6 8] mAQBiZT^-rmVit^ #>X>T{C]E^ 

^:^-y^ig (ICV (LI, L2) ) 

■t^o (ICV (LI, L2) ) II, 

L 1 iy-r-fev^^L 2^c/^■;/^x^M^^ffl^^-tft^§i^ 

^ ±y:^(D-^ l^y" Wr ^ • '^^my^fgr-feS I C 
V = hash (Kiev, LI, L2) Sr^LTV-'-So 
134 9 B(751SJ5gt^^o^^T. ^t'^'T 1 tciiiE^(;i7'r-fe 

1 ^:7-t'ir:^;^2;45l5&^$n. 7 -I* ir l 1 7 
'<■fe^^;^L2^cS^^^T^fig$i^fc-l'^^x^^y•r><• • f- 10 

(ICV (Ll. L2) ) 4 
fc. ^•r^T2{c:ttIE^{C7^'ir>;^ y 

^s/i^ffi (ICV (Ll) ) tmm^ti^^ 

[0 2 6 9] Z(7)1f^{c:4ol/>T, ^^y'^THzl^fld^iX 
tz {EKB. 7-r-fe^';^2} ^r>7'^'T2(C=i t°-Lfc 
ti-?>t. /y^r2X\ y^±i^y-=^s.y^m^mz 
{Z^^-f^t, ICV (Ll, L2) t^^^^t\.h^t 

t-'it), ^X'(■T2^c^&is^^nT^/^sK i c V (ld 

Sfr/c/cC 7 -fe y «1§^;55||ff ^ tLf- r i e>;i^tr 

y7'®B5:^ry:/{ri cv^iny^^^frLT, 4^1 
cvtltlfii cv(7)-iit>^^jgijL, -i^:L/^v^s^^i, 

[0 2 7 0] 4fc, ^^tt^i«fe5:t«>, v-r 

•^^^(TJ-Y^^xi/yx^ -^^^-yi^ffi: (ICV) Srff# 

LttilV -f/it?*) I CV=h a s h (K i c V, c 30 
ounter + 1. Ll, L2, • • •) fCioTffJS 

•f^mf^t-f^o rrT% U^^y^ (counter + 

1) fi. I cvoStl^x.r:ti;iiO'r>-i?!J;^v^$ 

[0 2 7 1] ^-I'-fevy^co-r^T^i/yx-i' ■ ^ 
i-^i^'ffi (ICV) ^7-r-fe^;=^if^-7!x'f T(c1#ii?^ 

x^^yx^ • ^:ii5/^'flt (I cv) ^y^-^>7.h\t3\ 

[0 2 7 2] ^^iA^lfffl^x^'7'^ii;ffi-OM 

^^s/^ffi (ICV) «r*&^1-5i: I CV(75»#t^^;6S 
^E;iC:3.-if(Cj:'9?t§H^Bltgm5fo'9, ICV<7)^ 

v':^±(7)^±/£>x^'TtCI CV^t&SrtLT, y^^y 
y.(D^ t°— 3 h n— yv (fijx.tf check-in/check-out, 
move) (CI CV^^^ffli-SlSfiScir-r-S^tJCit), IC 
V(^$±/£Wa*5J:t;^7>fir^';^(7)a:g^aiy^;6SBltg 50 
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[0 2 7 3] rcoiifiK^ii^ias o(c^-r„ lasoT-fist 

tstt-CV^/iWx-f T 2 2 0 1 (C^-f-fr^x 1 Ti^y^ 
'^yy^'iiy-Wi^^th. ZHf^(Dy4±>':^izmi-6^y 
yiy''Jy-H ' ^^-yi^m (ICV) ^— 

^j:;^X'f T2 2 0 2t::*&*ftL. ^— !f tc J: S^iE^'i'i' > 
x^yx^ • (I CV) roS#^^^|5S±L 

tzmxh^. z(DXofmi$.tLx. m^\-i^y^r2 

2 0 l^il^Lfcx^W:^;6^ ^x-YT2 2 0 1©S4 

2r^fTi--5l^l'*:;^ b-^v'^'T-fcS PC, i^-^^ICfeV^ 

T I CV (D^ -y ^ ^mrrhxn±(D-sj^^m^i-:5m 

l^t-ttiii. ^lEt£='\i'—y^±:^:^h^\'^li^my-( 

[0 2 7 4] :^^mtmm^iVhi^y^T>'hit^ \'^t> 
y:^>'^=^>'h°^ — ^J^^d^ PDA (Personal Di 
gital Assistants) , m^mmm. ^-M.i&^m^£if t 

[0 2 7 5] -ilroiaa^y^ bT^^iTfCct^Hfr^-fr 
^m^{zit. ^(Dvy h'y=^T^mi^-t^-fo^yJ^ 
iK V^^Tizfs&^i2^-^tix\,^^='yh'z^- 

[0 2 7 6] ^(oummm-t^ m2\z.7fi-^fii>xo\z. 

i-Be^Six€), 7'a^^7i^>i5|e^$tlTv^5amx1';=^ 

:J'4 1 (70 -y fx-f ^^iS'^-^tf) , ^x-r 4 2 
(CD-ROM (Compact DisKRead Only Memory), DVD(Digital 

Versatile Disk) ^^tf) > AZ (MD 

(Mini-Disk) Sr^tf) . hL.<\-i^mW-}^'^^) 4 Afi 
if i !3 ^£ S ^ < ^ - ^ X -f 7 ( c i 19 « fi£ $ tL 5 1 1 T* 

$tL5, zfuifyj^i)t^m.^i\,x\,^^mvi2 2'^. tatt 
[0 2 7 7] t£i6. ^mmm\zii\,^x. ^s^mi^mzum. 

Wu^fi^^m^h^t^h(DX'h^. 
[0 2 7 8] Sfc, *ig)NJ*l-*5V^T, '>;^xi^i:tt, 

'So 

[0 2 7 9] 

X -Y -fe ^fifiwtf ^ia@|^g(- >li;f,-f 5 i 5 L/tw 
X\ ^:yy->y(r>mm^m\^fh^tfj:<. ft*<7?g»T' 
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[02 8 0] :^?tm(Dm 2 (o\m^mmsiixxj^:fjm. 

[021 mi<D^y^T:^hff:>m^^^-iry^y^mX' 10 
[03] |lliWi?7^T:/h03^^x:/';/(7)^^7>'ci- 
[11141 mi(D=i:^'ryy-^—y<(D='y'r>ym^^m 

[H5l |g4(75Xx2/:/S 2 6{Cioft57;;i-— =5";/ h<D 
[1117] 06C7);^7^5/7'S 4 3t7)7-Y-fe>';^ffil#^a<75 20 

[010] 0 6<7)y<.7'->7°S 4 5 (c*3}t5 7^-fe:/;^S 

m^M<Dwmi:m.m■r^yo~^^■- hxh^. 

[011] 0i<D7-rir>';^-th— /^©v-i'-fe:^;^jEfr*!!! 
[012] =3f-»«fijc^Iji!qi-S0T'fc?.„ 

[0 1 3 1 *x=ry /-h'^mm-r^mxh^o 30 

[014] /-Ki:x^^-r;^<7?*|-t£;©flrfl£«WJSr^-r0-C 

[015] ^mit^-^rnyi^a)m^i:WLm-r^mxh 

[016] ^■^<t#-:/Dy^'ofijffl^Ui?^-f^0T'fc 

[01 7] Wa'fb=3r— T-n 5/i?CD7;i— h-(7)f!)Sr^ 

i-0-efe5„ 

[018] ^^<kdf-yci5/i^o^i/©lSfiK^tjiB^-f5 

0-r'fe5o 40 
[019] Dm^m\'^fz=^>'ryy(Dm^^m^:mm-r 

[02 0] ^mt^-y^ •y^<Dm%:^-rmxh^o 

[02 1] 1i^<;5=3i^7^>':y(7Dio(D7^/<^;^{c>rt1-5 
[02 2] y^±l^:^(DU'r^3 ^mm-t^mxh^o 

[02 3] 5/f ^^^«ta^i5iigi-57 

[02 4] '^it—i'—7~-if(Dm^^m.m-t^mxh 

5o 50 
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[02 5] ::iiy7-iyy(r>y^—7yY(r>^^^-tMXh 
[026] i^Mli|iES#CD«»|^^-r0Tfo5„ 

[02 7] =^>y->y<DWM^nm-t^mx-^^. 

[028] ify-^Ti^V(D^iy'f:yy(D^:sLyi;T'!PV 
[02 9] ^^^lcJ;5Wi«!j^b=^-yci5/i5'*f^t''50i|^^ 
[03 0] ^mt^--f^y^(Dmi^m^yv^irmxh 

'So 

[03 1] ■7-i!7rofli^^ift5g-r50-efes„ 
[03 2] ^'7^ri^\-ny^±>7.^\i^^^wm^u 
m-r^yo-=^^- hxh^o 

[03 3] 7'rir>';^f— /^®7'i'-fe:/^Hv^Si'9^a 

^mm-r^ya-^^-hxhio 

[03 4] -7-^©«fi)c^J^^1-0-efe5o 

[03 5] ^7i'r>'h©ii?^»©^i^&a^itt^-rs 
[03 6] /<(©iEeg»sgi^!!ia^ijieB-r 
[03 7] ^/iy-y(Dmmw(Dm^^i-mxh^o 

[03 8] i^;l^-t°>(/m7ioixX\i^?)m^K:ia},-f:b=' 

i^7->y^-y<(Dmm^m.m-tzy^-'j-^~ vxh 

So 

[03 9] =>>7^^:y:3r-(DBf-t{l:©«?iJ^^-r0T'fc 

So 

[04 0] iffV~--f\z.mirZ^y^T>V(om^^flLm 
[04 1] ^(Dif y^r>V\L=7^-^'-y:^^=?-^y^T 

[04 2] te(75^5'7-YTi^ h;*^t.7'l'-tr:^X(75^i->i? 

[04 3] y'<-fe>:=^(73^iy^T!J' htrSft^^y'T 

[044] ft!l(75^y^T>- h^^^7-i'-1r>-;=^»^:ii5/i5' 

-hxhi,, 

[04 5] m(r>i!^ y4T>h\::y4'ir>:^^f-:^-y^4 

yr?)^y^T> }-(D^mi:mm-thya—^^~ hx 

[04 6] mc(D±^i:nmir^mxh^o 

[04 7] icv^^^'-(Dm^fimi:mm-r^y^-^ 
[04 8] ic\^i^^-(Di^(DW.^im.^mm-t^mx 

[04 9] icv(cj;57-i'-fer:^;^cD3t"-(D^aSrlftii 
-t-50T'$>5„ 

[05 0] y-(±'^^(D'gm^mm-r^mxh^. 
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